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• We define RTLS as a system capable of determining the position of a target within a 

defined physical area in real time. The physical area is normally defined through 

deployment of reference/locator nodes. 

• There are two fundamentally different approaches to location finding 

– Trilateration, where you know the distance between a reference node and a target node 

– Triangulation, where you know the direction from a reference node to a target node 

• A good location solution enables you to determine both distance and direction to the 

source from an incoming RF packet.  

• The goal would be to do so without increasing system cost and with minimal additional 

energy consumption. 
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What is RTLS/Localization/Location finding? 



• Points with equal distance from a reference node constitute a circle 

• Two circles typically intersect in two points 

• A third reference is needed to resolve 

this ambiguity 
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Location Based on trilateration 



• Points with equal direction from a reference node constitute a straight line 

• Two straight lines have 1 intersect point (or none at all) 
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Location Based on triangulation 



Angle of Arrival  
Using Carrier Wave Measurements 
 
In receive mode, the CC26xx can utilize its superior flexibility 
to capture and store  I and Q samples from the incoming RF 
packets to analyze the phase of the incoming RF carrier wave. 
This provides an opportunity to measure  the angle of arrival. 
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Angle of Arrival Measurement 

AoA measurement is typically a 3-step process: 

 

1. Convert the angle to a phase shift by using two or more antennas 

2. Measure the phase shift 

3. Convert the phase shift back to angle 
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Angle of Arrival Conversion to Phase Shift 
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Converting angle to a phase shift with 2 antennas 

 

When two antennas are placed at a given 

distance apart from each other, their received RF 

signals will have a phase difference that is 

proportional to the difference between their 

respective distances from the transmitter.  

 

Typically, the signal from one antenna will be a 

delayed version of the signal from the other 

antenna. If they are sufficiently close (less than 

λ/2 between phase centres), you can always 

determine which is closest to the transmitter. 
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Angle of Arrival Measuring the Phase Shift 
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If all the antennas are positioned in line and with a 

fixed separation d, the phase difference ϕ 

between adjacent antennas will be constant. 

𝜙 

ω𝑡 𝜙 𝜙 

4 

3 
2 

1 

I 

Q 

RF front end and 

quadrature 

receiver 

Constellation diagram 

showing signal vectors 

from the 4 antennas 

Signal vector 

from antenna 1 

Phase Shift (𝜙) is measured by 

connecting the two antennas to the 

same receiver sequentially. More 

antennas can be added. 

RF switches 



AoA implementation on  
Simplelink CC26xx 
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Using BLE packets for AoA 



SimpleLink CC2640R2 Optimizing BLE Packets 

• In order to get a good estimate of ϕ, all other intentional phase shifts in the signal should be removed. 

• AoA packets (based on the Bluetooth protocol) achieve this by adding a section of consecutive 1’s as 

part of the PDU, effectively transmitting a single tone at the carrier frequency + 250kHz. 

• This gives the receiver time to syncronize the demodulator first, and then store I and Q samples from 

the single tone +250kHz section into a buffer. 

• The buffer can then be post-processed by an AoA application. 
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SimpleLink CC2640R2 Integration 

• TI’s SimpleLink CC26xx Wireless MCU is exceptionally well suited for this 

application due to its multi core architecture 

• Using a special RF Core patch in receive mode, the I and Q samples from 

the transmitted 250kHz tone can be captured, pre-processed, and 

buffered by the RF Core (CM0) without any load on the main MCU (CM3) 

• Due to the pre-processing, the application can determine the phase shift 

without having to remove DC offset or IF first, significantly simplifying the 

estimation process and leaving the application MCU free to do more on 

top 

• The IQ samples can be captured at a rate of up to 4 MHz and a resolution 

of 16 bits (32 bits per IQ data pair)  128 bits/μs  1kB holds 64 μs 

• The RF Core can provide control signals directly to the antenna switches 

through CC2640’s IOs, and divides the total capture period into slices for 

each antenna. The slice length (or antenna dwell time) will determine the 

accuracy of the phase measurement. (default 4us) 
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SimpleLink CC2640R2 Application Example 

• In the SimpleLink CC2640R2 Software developer kit (SDK), you will find an AoA driver. 

• The AoA driver is responsible for antenna switching, data extraction and event routing. 

• The API is exposed by an RF Core patch that inserts the tone as part of the PDU. 

 

 

 

 

 

• In TX, the RF Core patch ensures that the tone is inserted in the PDU without being distorted by the 

whitening filter and without invalidating the CRC. 

• In RX, the RF Core patch analyzes the packet and starts capturing samples at the right time while 

synchronizing antenna switching. The samples are left in the RF Core RAM for analysis by the CM3. 
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Reflectors and obstructions present a challenge 

• Reflectors will make it looks like there are multiple transmitters, and challenge 

any algorithm trying to find the direction to the true source 

• Obstructions can block the direct path from the true source, and make it more 

likely that a reflected path is measured. 

• Simple AoA algorithms will therefore work much better outdoors that indoors, 

where metal furniture and wiring are more likely to be present 
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Outdoors/no reflectors Indoors/multiple reflectors 



• AoA can be used within the Bluetooth protocol (using the PDU field) 

• Very small additional power consumption 
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AoA Pros and Cons 

• Some additional HW (Antenna arrays) required 

• No or relay attack protection 



Time of Flight (ToF)  
 
 
Implementing a Master-Slave configuration, where the Master 
sends a challenge and the Slave returns a response after a 
fixed turn-around time. The Master can then calculate the 
round trip delay by measuring the time difference between 
transmission of the challenge and reception of the response, 
subtracting the (known) fixed turn-around time. 
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ToF Measuring signal propagation delay 

The Time of Flight (ToF) solution measures 

the time it takes for a sync word to travel 

from the Master to the Slave, for the Slave 

to perform a fixed-time role switch, and, 

finally, for a new sync word to travel from the 

Slave back to the Master. 

An RF packet transmit time is much longer 

than the propagation delay. Even a single 

symbol is longer than the propagation delay 

in most cases. In order to create an accurate 

timing reference for transmission and 

reception of a packet, a sync word of 64 bits 

is inserted, and the receiver will detect 

correlation maximum. The sync word has to 

be secret to protect against attacks. 
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t = 2 x distance/velocity 



Why ToF? Relay Attacks against PEPS systems 
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The relay attack is possible because 
the time it takes to transpose and relay 
signals between the car and the key is 
not noticed by the LF based systems in 
use today. To make it even easier, 
signals to the key are at a frequency 
that is different from the signals going 
back to the car. 



ToF can be converted to the maximum distance between two radios 

For any given distance d0, the shortest time of flight t0 is along the direct line of 

sight, and it cannot be below t0 = d0/c. Conversely, if you have measured t0 , the 

distance cannot be greater than d0 . 

1. The speed of light (c) is 3x108  m/s 

2. 1 m distance corresponds to 3.33 ns 

3. The symbol sampling period is 125 ns 

4. Solution: Statistical approach  

5. Jitter will spread results with a normal distribution 

6. Averaging a large number of packets gives a higher accuracy, as will 

oversampling each individual packet  
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Packet Format: 64-bit Random Pre-Shard Sync Words 

• The modulation format is 2Mbps at 500kHz deviation using a piecewise linear 

shaper for the transitions. 

• The packet contains a random pre-shared sync word that is unique for each 

frame sent over the air, and that either side will be listening for in their RX cycle. 

• The sync word is how the RF circuitry detects that the packet is intended for the 

device, and also how the timestamps are generated for the measurements. 

• Only trusted ToF nodes should be able to determine the next sync word (an 

attacker cannot). 
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Time Measurement Reference: 64-bit Sync Word (Unknown to Attackers) 

Timing reference in ToF is always the SyncWord 
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1 0 1 1 0 1 0 0 . . 1 0 

1 0 1 1 0 1 0 0 . . 1 0 

Correlator 

Each bit/symbol is 

oversampled 

Sync detect 

• Sync words are used once 

• Random and pre-agreed 

• Cannot be guessed by an attacker 



Timing Uncertainty: Master and Slave Clocks Are Not Synchronized 

The correlation peak will spread around its true value due to random offsets 

between the transmitter and receiver symbol clocks. These offsets are uniformly 

distributed, which means that the expected value of the measured peaks equals 

the true correlation peak. Therefore, a simple average gives a good range 

estimate. 
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5 - node example 

 

Multi-node ToF  
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The Master sends a ping Sync Word (SW) and listens for 

the response SW. It measures the time between ping 

SW and response SW. The Slave listens for a ping SW 

and sends a response SW at the right delay point relative 

to detection of  ping SW correlation maximum. The 

Passive devices listen for the ping SW, start their timers, 

and then listen for the response SW. The known delay 

from Master to Passive can be subtracted from the result. 

Passive 

Passive 



• Relay attack protection. 

• No additional HW required 

• Provides coarse location information 
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ToF Pros and Cons 

• Some additional energy consumption (if you want to run this along e.g. a  

    BLE connection) 

• Need TI BLE device at both ends 



• Different techniques for ranging and direction finding can be used to determine the 

location of a BLE device (or other RF device) 

• Due to the inherent flexibility of the CC26xx RF Core, TI is able to offer these solutions to 

our customers at little or no extra cost. 

• Demos of these technlologies can be found in the Simplelink CC2640R2 SDK. 

• The application examples, demo examples, and HW development kits are provided in 

order to help customers understand the possibilities, and get started more quickly with 

their designs. 
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Summary 


